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Results of a survey regarding the adoption and maturity of Cyber Security Management within selected 
Tasmanian organisations.
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Tasmanian Cyber Security  
Survey Research Objectives
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Objectives

1. What Cyber Security 
Management 
Frameworks (‘CMF’) 
have Tasmanian 
organisations adopted 
to manage cyber 
security?

2. What challenges have 
they faced managing 
cyber security?

3. What future projects do 
they propose to 
undertake to increase 
their cyber security 
management capability?
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Tasmanian Cyber Security  Survey Findings
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FTEs

Organisational Size Industry Segment

Survey Demographic Analysis
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12%

Consumer Goods 
and Services

8%

Education 
8%

Financial 
8%

Health 
16%

Industrial
4%

Information 
Technology

12%

Not for Profit 
8%

Professional Services
4%

Real Estate 
4%

Retail 
8%

Tourism
8%

0%

5%

10%

15%

20%

25%

30%

35%

40%

1 to 5 6 to 25 26 to 50 51 to 100 101 to 250 251 to 500 501 to 1000 1001 plus



VISION42.COM.AU

CMF Adoption
(Have or have not adopted a CMF)

CMF Type Distribution  
(Essential8 / ISO27001 / NIST / SMB1001 / Other)

Only 27% of survey responders have adopted and commenced implementing a CMF. Of those that have adopted a CMF most 
have adopted Essential Eight (E8) with a small percentages that have adopted the NIST framework, SMB1001 or a blend of 
multiple frameworks.  

27%

73%

Yes No

0%

10%

20%

30%

40%

50%

60%

70%

Essential8 ISO27001 NIST SMB1001 Blend of CMFs Not yet adopted
a CMF

Survey Results: CMF Adoption Analysis
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Cyber Security Management Framework Adoption 
(Have or have not adopted a CMF)

Tasmanian small organisations are lagging medium and big organisations adopting Cyber Security Management Frameworks. 
Some Medium Size Organisations have not adopted a CMF.  

This is consistent with Australia wide survey results recently published by auDA the .au Domain Name Regulator.

Survey Results: CMF Adoption in Different Sized Organisations

Small Organisations 
(1 to 25 staff)

Medium Organisations 
(26 to 499 staff)

Large Organisations 
(>500 staff)
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88%
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86%
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100%
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Weighted Average Biggest Challenges Managing Cyber Security                  

Tasmanian small organisations see cyber security’s biggest challenge being Email Security.

Medium and large organisations recognise the biggest challenge is Cyber Security Management with IAM and Security 
Monitoring becoming more important.

Survey Results Cyber Security Challenges 

Small Organisations 
(1 to 25 staff)

Medium Organisations 
(26 to 499 staff)

Large Organisations 
(>500 staff)
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Staff training and awareness is the most popular planned project next year across all company sizes.

Medium to large organizations project priorities include improving Cyber Security Governance, IAM, DLP & Security Monitoring.

Survey Results Next Year’s Planned Cyber Security Initiatives 

Next Year’s Planned Initiatives

Small Organisations 
(1 to 25 staff)

Medium Organisations 
(26 to 499 staff)

Large Organisations 
(>500 staff)
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Tasmanian Cyber Security Maturity Cohorts
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The most statistically significant finding from this survey is that CMF adoption varies dramatically across company size. 
Very few Tasmanian Small Organisations have adopted a CMF. Most Medium sized Organisations have adopted a CMF. All 
Large Organisations surveyed have adopted a CMF. 

This combined with other survey results and our collective experience advising a wide variety of organisations in 
Tasmania, Australia and Overseas lead us to hypothesise that there are currently three distinct organisational cohorts 
within the (Digital) economy all at different levels of Cyber Security Maturity. 

They are:             

Developing 
Cohort

Intermediate
Cohort

Advanced
Cohort

Increasing CMF Maturity Level.

Increasing Cyber Security Management Capability.

Increasing Cyber Security Regulatory Compliance.

Decreasing Cyber Security Risk. 

Decreasing Cyber Security Insurance Premiums. 

Decreasing Management Liability.

Cyber Security Maturity Cohorts
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Cyber Security Cohort  Characteristics,  
Issues and Imperatives
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General Characteristics
• Have not yet adopted a Cyber Security Management Framework.

• Often see cyber security as just an Anti-Virus and Email Security issue.

• Organisations who employ 25 people or less.

• Often in the Retail, Tourism, Small Professional Services Sectors.

• Often have a limited IT capability.

Governance Risk & Compliance Issues 
• Limited documented cyber security policies or governance processes.

• Limited assignment of responsibility for cyber security risk management.

• Reactive response to threats rather than proactive planning.

• Minimal compliance awareness (e.g., privacy, data protection laws).

• High exposure to regulatory penalties and reputational damage.

Maturity Cohorts: The Developing Cohort

Developing 
Cohort
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Maturity Cohorts: The Developing Cohort

Developing 
Cohort

Cyber Security Imperatives
• Adopting a Cyber Security Management Framework.

• Undertaking an internal audit.

• Close out gaps to reach the Target State Maturity level.

• Complete an external Audit.

• Develop a Cyber Security Maturity Roadmap to reach your target maturity level.

• Governing cyber security on an ongoing basis.

What are they planning to do next year?
• Training and Awareness.

• Enhancing Network Security.

• Undertake Data Loss Protection Initiatives.

• Improve Security Monitoring.
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General Characteristics
• Have adopted a Cyber Security Management Framework.

• Predominantly organisations who employ 26 to 500 people.

• Mixture of Profits and Not for Profits.

• Have undertaken several initiatives to implement controls to manage cyber security risk.

• Planning to undertake a wide range of initiatives to improve their cyber security in the coming 
year.

Governance Risk & Compliance Issues 
• Framework adoption might be inconsistent across the organisation.

• Limited integration of cyber security into enterprise risk management.

• Weak incident response planning and testing.

• Partial compliance with regulatory requirements (may pass audits with remedial actions).

• Risk assessments are periodic, not continuous.

Intermediate
Cohort

Maturity Cohorts: The Intermediate Cohort
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Cyber Security Imperatives
• Mature the adoption of their Cyber Security Management Framework.

• Enhance the Governance overlay and process.

• Nominate a target maturity level.

• Undertake a Cyber Security Current State Assessment. (Internal Audit)

• Develop and implement a Program of Initiatives to close out the Gaps to reach the target 
maturity level.

• Undertake a CS Target State Assessment. (Internal and / or External Audit)

What are they planning to do next year?
• Improve Cyber Security Management.

• Enhance Identity and Access Management.

• Improve Email Security.

• Improve Network Security.

• Improve Data Protection capabilities.

Maturity Cohorts: The Intermediate Cohort

Intermediate
Cohort
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Advanced
Cohort

General Characteristics
• Typically, large organisations that manage large amounts of sensitive PI on behalf of various 

stakeholders.

• Typically employ 500 FTEs plus.

• In Tasmania often Health and Education Industry Participants.

• Already undertaken major programs of work to build organisational wide Cyber Security 
Management capability.

• Have comprehensive integrated programs of work planned for next year.

Governance Risk & Compliance Issues 
• Continuous improvement is required to address evolving threats.

• Potential complacency due to strong security posture.

• Need to regularly review framework alignment with new regulations.

• Managing supply chain cyber security risks.

• Balancing compliance-driven controls with operational agility.

Maturity Cohorts: The Advanced Cohort
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Advanced
Cohort

Maturity Cohorts: The Advanced Cohort

Cyber Security Imperatives
• Reviewing scope of your information security management system to ensure it includes all your 

information supply chains. 

• Nominate an updated Cyber Security Target State maturity level.

• Undertake a Cyber Security Current State Assessment. (Internal Audit)

• Develop and implement a Program of Initiatives to close out the Gaps to reach the target maturity 
level.

• Undertake a Cyber Security Target State Assessment. (Internal and / or External Audit)

• Review your Cyber Security Governance Overlay to make sure it is fit for purpose for the target state. 

• Training and Awareness Programs.

• Enhance Identity and Access Management.

• Data Loss Protection.

• Security Monitoring.

• Enhance DR / BC.

What are they planning to do next year?
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Advice for  (Tasmanian) Organisations
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Summary Advice for (Tasmanian) Organisations

SMALL SIZE ORGANISATIONS

1. Cyber security’s scope is much 
more than Anti-Virus, Email 
scams and having DR /BC in 
place.

2. Adopt a Cyber Security 
Management Framework (e.g. 
E8) and close out your gaps 
relating to your target state 
maturity level.

3. The existential risks are way too 
great not to manage cyber 
security.

MEDIUM SIZE ORGANISATIONS

1. You must adopt an appropriate 
Cyber Security Management 
Framework if you haven’t already 
done so. 

2. You also need to develop a Cyber 
Security Maturity Roadmap.

3. Without this your cyber security 
initiatives and efforts run the risk 
of being piece meal and 
strategically unaligned.

LARGE SIZE ORGANISATIONS

1. You also need to develop and 
update your Cyber Security 
Maturity Roadmap.

2. Without this your cyber security 
initiatives and efforts run the risk 
of being piece meal and 
strategically unaligned.

3. Managing Cyber Security Supply 
Chain Risk is an increasingly 
important element of cyber 
security management. 
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PRIVACY ACT

• Recent amendments (June 2025) – make sure you uplift 
where required.

ARTIFICIAL INTELLIGENCE

• OECD members adopted principles in 2019.
• Australia has guardrails and voluntary standards.
• EU AI Act 2024 uses a risk-based approach.

AUSTRALIAN SIGNALS DIRECTORATE (ASD)

• Free partnership program, advice, training, and 
assistance if / when you have an ‘incident’.

• Under the Cyber Security Act 2024, you may have 
mandatory obligations to report incidents.

MEMBERSHIP

• Australian Institute of Company Directors (AICD).
• Australian Information Security Association (AISA).
• Tasmanian Chamber of Commerce and Industry (TCCI).
• TasICT..

Recommendations for all Organisations
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Vision42 Cyber Security Service Catalogue 

Systems Implementation 
(DLP, DRS, EDR / XDR, ERM, IAM, IPS, NOC, SIEM / SOAR) 

Framework Implementation
(ISO27001, SMB1001, Essential8)

Audit and Assurance Services 

Training & Awareness Services

Cyber Security as a Service (CSaaS)
(DLP, DRS, EDR / XDR, ERM, IAM, IPS, NOC, SIEM / SOAR)

Plan Build Run

Maturity Roadmap Development

Vision42 offers a suite of end-to-end solutions to develop your Cyber Security management capability. These 
offerings can be provided individually, collectively or as an end-to-end outsourced solution.

DLP – Data Loss Prevention, DRS – Detection Response Software, EDR – Endpoint Detection and Response, XDR – Extended Detection and Response, ERM – Enterprise Risk Management, IAM – Identity 
and Access Management, IPS – Intrusion Prevention System, NOC – Network Operations Centre, SDN – Software Defined Networking, SIEM – Security Information and Event Management, SOAR – 
Security Orchestration Automation and Response)
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Questions?

Thank you for your attendance at our presentation. We 
hope you enjoyed the session and can take away some 
great ideas and start implementing them!

We would like to thank both the TCCI and TasICT for 
supporting this initiative.

For more information, or to find out how we can support 
your organisation, please visit us at Conference Stand 
#20 or contact us directly.

info@vision42.com.au

1300 980 349Thank you.
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